NETWORK
HOW DO | CHANGE MY NETWORK PASSWORD?
Faculty & Staff are required to change their password every 90 days.

To Change your password, you will need to create a password that can comprise of alpha numeric
characters and even special characters to a minimum of 4 characters and a maximum of 128 in length.
These passwords will be required to change every 90 days and must be unique for the last eight login
passwords. There are two ways your password can be changed.

If you wait till you password has expired, System intervention will occur, you will receive the following
screen. Clicking “No” will continue to prompt you every time until you actually do change your
password.

OPTION ONE
= Remote Control - REBUILDS1KFAC. 00:0F:FE

LD_Hw
LOGIN-LGNWHNT32, DLL-2032; The password For user TestFac has expired,
Do vou wank to change your password?

Uszernane:

Pazzward:

[ Yes l [ Mo ]

Ok ] [ Cancel ] [§hutdown... ] [gdvanced P

|NUM | |CDmpression: Fast M 2

fi= Remote Control - REBUILRS1KFAG - O] x|
= f WY LGS EEE T

Clicking “Yes” will open up the following screen.
Note that in the upper left corner the password has
expired for the UD_NW Novell directory services.
To keep this password sychronized with the
Microsoft active directory, this utility will
automatically enter the information for the
domain\user account.

Change Password

Pagzzword expired for;
UD_WwTestFac

Cancel

Enter hew passward:

Betype new password:

Senchronize this pasaword with:
DEQAT estFac

IIPi

Admirigtrator's Meszage
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Upon meeting the required password criteria, you will see the two following entries in the login results
box:

(your name) ex. TestFac

Your password has been changed.

(this is the UD_NW NDS [Novell directory services] update acknowledgement.

The following line;
DBQ/TestFac Your password has been changed.
(this is the MAD [Microsoft active directory] update acknowledgement.

Your requirements have been met for the next ninty days.

i- Remote Control - REBUILDS1K =10 x|

A W B[y LS D EE P

B T e = LT ST T ST e

aur current conkest iz FAC.DUB.UD
Uzer TestFac Context; FAC.DUB.UD

our current tree iz UD_M

ou are attached to server UDLINDIRT.
TestFac

our pazsword hagz been changed.

DBQATestFac Your pazsword haz been changed.
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OPTION TWO

At any time that you decide you want to change your password, you can simply by user intervention

press Ctrl-Alt-Delete To get the following screen to change your password, and select the Change
Password button.

i= Remote Control - 10.100.101.51 - 0| x|
s W BN LS EEE D

MNovell Security

Novelle Client™ for Windows*

— Mowvell Login [nformation

TestFac iz logged inta MOS Tree UD_MWS
az CM=TestFac.0U=FAC.OU=DUEB.O=UD

Login D ate: 2M15/2008 10:20:49 Ak

—indows Login Information

TestFac iz logged in as DEOATextFac

Ilze the Tazk List to cloze an application that iz not responding.

Lock " orkstation I Logout... | Shutdown...

Change Pazsword... | Tazk Lizk... | Cancel

| MU | lcar
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The Change Password window with appear and you need to be sure that the DBQ domain and the
UD_NW tree are both high lighted. (they should be by default)

- Remote Control - 10.100.101.51
m s W B LS EEE D

Change Password

— Enter:
ND‘U’E I I Full User I amme;

“rou are changing passwords far the uzers I
lizted below on the selected resources:; Old Password:

Rezource | Jser Mame

TestFac Hew Passwornd:
TestFac I
Canfirmn Mew Pazsword:

Pazzword Hint

Pazzword Policy |

Show All Rezources
— k. I Cancel |

| |NUM | |C|:|m|:ureasi|:|r'|: Fast |NEt"J" v

If you do not meet the minimum password criteria the following screen will pop and your passwords will
not get updated. If you choose so you can use either option at a later time.
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i= Remote Control - REBUILD

=10l x|
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The Windows password is shorter than required, is too long,

accurs koo recently in the chanage hiskary,
doesn't contain enough unique charackers,
or did not meet some other password restriction.

MOTE: Other passwards in the synchronize lisk were changed.

Y

To check when the status of your password, you can right click on the Red N in the sys tray, (lower right

corner and click the Novell Password Administration.

i~ Remote Control - 10.100.101.51
= oA W BR[w £ P e ?

Pt
~A

Personal ImFormation. ..
“Work, Information. ..
Mailing Information. ..
Edit Login Scripk. ..
Login &ccount Information, ..
d Adrniniskration. ..
Group Memberships. ..
Challenge/Response &dminisktration. ..

Movell Login. ..
Movell Connections. ..

Movell Map Metwork Drive. ..
Disconnect Mebwork Drive. .

Movell Capture Printer Part. ..
Movell End Capture. ..

Mowell Litilities

User Administrati

Erowse To

Configure System Traw Icon...
Update Mowvell Client
Movell Client Help

[owvell Client Properties., ..

T2 & 2T

It will not allow you to change your password here, but you will be able to see what your password

status is.
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- Remote Control - 10.100,101. - O] x|
= G W BN LG EE P

N ove I I_ Change Password |

— Currently authenticated user

LW=TestFac.0U=FAC.0U=DUE.O=UD

— Pazzword R estrictions

[+ Allowed to change password

[¥ Paszword required
binirmurm Length: 5

[+ Periodic forced password change
[ray between forced changes: 90
Diay password expires:  F:00:00 Ak 3/3/2008

[¥ Require unique passwords
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